
Federated Component Evidence Details

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-textfile-crud;main;10_0_984_g7bb0d2

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 7bb0d2dc108515d91c585f9f12cd3cd50f46c793
Git Repo: ortelius/ms-textfile-crud
Git Tag: main
Git URL: https://github.com/ortelius/ms-textfile-crud
Build Date: Tue Oct 22 19:50:07 2024
Build Id: 11467244209
Build URL: https://github.com/ortelius/ms-textfile-crud/actions/runs/11467244209
Container Registry: quay.io/ortelius/ms-textfile-crud
Container Digest: sha256:51c1e6c6c2bae2dd573a88fc1877aef7e9a83d6f0660a30e07ed89e398bbb5f2
Container Tag: main-v10.0.984-g7bb0d2
Helm Chart: chart/ms-textfile-crud
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.81

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-validate-user;main;10_0_1067_g18fce8

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None



Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 18fce84202f2787d16b3b058a9fcb9b2f10e2c06
Git Repo: ortelius/ms-validate-user
Git Tag: main
Git URL: https://github.com/ortelius/ms-validate-user
Build Date: Tue Oct 22 21:48:30 2024
Build Id: 11468885254
Build URL: https://github.com/ortelius/ms-validate-user/actions/runs/11468885254
Container Registry: quay.io/ortelius/ms-validate-user
Container Digest: sha256:d95c6b5fd33bd937c85ce3955058691d309953c034363fc45bdaf61622184cd5
Container Tag: main-v10.0.1067-g18fce8
Helm Chart: chart/ms-validate-user
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.79

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-scorecard;main;10_0_866_g4c6277

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 4c6277c503f57601b137cc24c6e09089291d8cb2
Git Repo: ortelius/ms-scorecard
Git Tag: main
Git URL: https://github.com/ortelius/ms-scorecard
Build Date: Fri Oct 4 23:16:10 2024
Build Id: 11188082444
Build URL: https://github.com/ortelius/ms-scorecard/actions/runs/11188082444
Container Registry: quay.io/ortelius/ms-scorecard
Container Digest: sha256:73bec61b762cbb4feedb27a2b47cc73bda4ebcff90de504945463332e3bc59ba
Container Tag: main-v10.0.866-g4c6277
Helm Chart: chart/ms-scorecard
Helm Chart Namespace: None



Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.128

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-general;main;10_0_444_g1b7ba4

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 1b7ba498b4ad191c597ff3b9cae824f3593d5f7f
Git Repo: ortelius/ortelius
Git Tag: main
Git URL: https://github.com/ortelius/ortelius
Build Date: Wed Sep 18 14:05:27 2024
Build Id: 10923726015
Build URL: https://github.com/ortelius/ortelius/actions/runs/10923726015
Container Registry: quay.io/ortelius/ms-general
Container Digest: sha256:b1e88befacc1c69f140bb3eb426ea7588998e2d69572ec7ebc801fb3d27f20ec
Container Tag: main-v10.0.444-g1b7ba4
Helm Chart: chart/ms-general
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.444

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-dep-pkg-r;main;10_0_1114_gd736ac

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None



Git Commit: d736acdc92bcd44ad827caa2f4aa484983f4d5b7
Git Repo: ortelius/ms-dep-pkg-r
Git Tag: main
Git URL: https://github.com/ortelius/ms-dep-pkg-r
Build Date: Tue Oct 22 20:26:56 2024
Build Id: 11467749603
Build URL: https://github.com/ortelius/ms-dep-pkg-r/actions/runs/11467749603
Container Registry: quay.io/ortelius/ms-dep-pkg-r
Container Digest: sha256:128bc644326f11471498ee8abb0ce4808171effbf9df1f333a37fec3dc660697
Container Tag: main-v10.0.1114-gd736ac
Helm Chart: chart/ms-dep-pkg-r
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.92

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-nginx;main;10_0_444_g1b7ba4

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 1b7ba498b4ad191c597ff3b9cae824f3593d5f7f
Git Repo: ortelius/ortelius
Git Tag: main
Git URL: https://github.com/ortelius/ortelius
Build Date: Wed Sep 18 14:06:35 2024
Build Id: 10923726015
Build URL: https://github.com/ortelius/ortelius/actions/runs/10923726015
Container Registry: quay.io/ortelius/ms-nginx
Container Digest: sha256:8cdaaf202e1eb4028795aeb5aefe8b99fc71432d27618b9e4df41756affb8951
Container Tag: main-v10.0.444-g1b7ba4
Helm Chart: chart/ms-nginx
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None



Helm Chart Version: 10.0.444

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-dep-pkg-cud;main;10_0_1125_g409b89

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 409b89cfc5ee5b83c72437bf75877c49fccc9969
Git Repo: ortelius/ms-dep-pkg-cud
Git Tag: main
Git URL: https://github.com/ortelius/ms-dep-pkg-cud
Build Date: Tue Oct 22 18:59:18 2024
Build Id: 11466530146
Build URL: https://github.com/ortelius/ms-dep-pkg-cud/actions/runs/11466530146
Container Registry: quay.io/ortelius/ms-dep-pkg-cud
Container Digest: sha256:8c7248aba1e2e705e1a911e4719f36202283ed9e16bccc907a317456864e47b9
Container Tag: main-v10.0.1125-g409b89
Helm Chart: chart/ms-dep-pkg-cud
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.87

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-sbom-export;main;10_0_439_gcab5db

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: cab5db9a0d1a0c795dcea95e6f869293d9c45f21
Git Repo: ortelius/ms-sbom-export



Git Tag: main
Git URL: https://github.com/ortelius/ms-sbom-export
Build Date: Mon Sep 23 04:37:04 2024
Build Id: 10987575170
Build URL: https://github.com/ortelius/ms-sbom-export/actions/runs/10987575170
Container Registry: quay.io/ortelius/ms-sbom-export
Container Digest: sha256:d04e094288cc22ef5913cf1c769699d4cd967149462fd7f36add899c2f080ddd
Container Tag: main-v10.0.439-gcab5db
Helm Chart: chart/ms-sbom-export
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.0

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-ui;main;10_0_444_g1b7ba4

Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: 1b7ba498b4ad191c597ff3b9cae824f3593d5f7f
Git Repo: ortelius/ortelius
Git Tag: main
Git URL: https://github.com/ortelius/ortelius
Build Date: Wed Sep 18 14:03:32 2024
Build Id: 10923726015
Build URL: https://github.com/ortelius/ortelius/actions/runs/10923726015
Container Registry: quay.io/ortelius/ms-ui
Container Digest: sha256:f89f10c6be40d77d38de52ee4d8161698ec341d9621cd0f919ac2532c7dfb5bf
Container Tag: main-v10.0.444-g1b7ba4
Helm Chart: chart/ms-ui
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.444

GLOBAL.Open Source.Linux Foundation.CDF.Ortelius.ms-compitem-crud;main;10_0_944_gf53ef8



Service Owner: Ortelius
Service Owner Email: orteliusopensource@gmail.com
Service Owner Phone: None
PagerDuty Business Service Url: None
PagerDuty Service Url: None
Slack Channel: None
Discord Channel: https://discord.com/channels/722468819091849316/736611613485826150
HipChat Channel: None
Git Commit: f53ef87cf589b6d587d25a74efc51f4a2e838beb
Git Repo: ortelius/ms-compitem-crud
Git Tag: main
Git URL: https://github.com/ortelius/ms-compitem-crud
Build Date: Tue Oct 22 18:51:02 2024
Build Id: 11466395478
Build URL: https://github.com/ortelius/ms-compitem-crud/actions/runs/11466395478
Container Registry: quay.io/ortelius/ms-compitem-crud
Container Digest: sha256:cb2b09680f88359bc4fa04ab466779e7fb35c99b3a1b983fb937f5863903933d
Container Tag: main-v10.0.944-gf53ef8
Helm Chart: chart/ms-compitem-crud
Helm Chart Namespace: None
Helm Chart Repo: None
Helm Chart Repo Url: None
Helm Chart Version: 10.0.61

Critical Risk Packages

Package Version License CVE Description Component

High Risk Packages

Package Version License CVE Description Component

idna 3.7 PYSEC-2024-60 ms-sbom-export;main;10_0_439_gcab5db

setuptools 65.5.1 MIT GHSA-cx63-2mw6-8hw5setuptools vulnerable to Command Injection via package URL ms-sbom-export;main;10_0_439_gcab5db

setuptools 65.5.1 MIT
GHSA-cx63-2mw6-8hw5

CVE-2024-6345 : setuptools vulnerable to Command Injection via
package URL

ms-sbom-export;main;10_0_439_gcab5db

setuptools 65.5.1 MIT GHSA-cx63-2mw6-8hw5setuptools vulnerable to Command Injection via package URL ms-scorecard;main;10_0_866_g4c6277

setuptools 65.5.1 MIT
GHSA-cx63-2mw6-8hw5

CVE-2024-6345 : setuptools vulnerable to Command Injection via
package URL

ms-scorecard;main;10_0_866_g4c6277

https://osv.dev/vulnerability/PYSEC-2024-60
https://osv.dev/vulnerability/GHSA-cx63-2mw6-8hw5
https://osv.dev/vulnerability/GHSA-cx63-2mw6-8hw5
https://osv.dev/vulnerability/GHSA-cx63-2mw6-8hw5
https://osv.dev/vulnerability/GHSA-cx63-2mw6-8hw5


Medium Risk Packages

Package Version License CVE Description Component

Low Risk Packages

Package Version License CVE Description Component

No Risk Packages

Package Version License CVE Description Component

Brotli 1.1.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

CacheControl 0.14.0 ms-compitem-crud;main;10_0
_944_gf53ef8

CacheControl 0.14.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

CacheControl 0.14.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

CacheControl 0.14.0 ms-sbom-export;main;10_0_4
39_gcab5db

CacheControl 0.14.0 ms-scorecard;main;10_0_866
_g4c6277

CacheControl 0.14.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

CacheControl 0.14.0 ms-validate-user;main;10_0_1
067_g18fce8

PyJWT 2.9.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

PyYAML 6.0.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

RapidFuzz 3.10.0 ms-compitem-crud;main;10_0
_944_gf53ef8

RapidFuzz 3.10.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

RapidFuzz 3.10.0 ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

4_gd736ac

RapidFuzz 3.10.0 ms-scorecard;main;10_0_866
_g4c6277

RapidFuzz 3.10.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

RapidFuzz 3.10.0 ms-validate-user;main;10_0_1
067_g18fce8

SQLAlchemy 2.0.35 MIT ms-sbom-export;main;10_0_4
39_gcab5db

SQLAlchemy 2.0.35 MIT ms-scorecard;main;10_0_866
_g4c6277

SQLAlchemy 2.0.36 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

SQLAlchemy 2.0.36 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

SQLAlchemy 2.0.36 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

SQLAlchemy 2.0.36 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

SQLAlchemy 2.0.36 MIT ms-validate-user;main;10_0_1
067_g18fce8

SecretStorage 3.3.3 BSD-3-Clause-License ms-compitem-crud;main;10_0
_944_gf53ef8

SecretStorage 3.3.3 BSD-3-Clause-License ms-dep-pkg-cud;main;10_0_1
125_g409b89

SecretStorage 3.3.3 BSD-3-Clause-License ms-dep-pkg-r;main;10_0_111
4_gd736ac

SecretStorage 3.3.3 BSD-3-Clause-License ms-sbom-export;main;10_0_4
39_gcab5db

SecretStorage 3.3.3 BSD-3-Clause-License ms-scorecard;main;10_0_866
_g4c6277

SecretStorage 3.3.3 BSD-3-Clause-License ms-textfile-crud;main;10_0_98
4_g7bb0d2

SecretStorage 3.3.3 BSD-3-Clause-License ms-validate-user;main;10_0_1



Package Version License CVE Description Component

067_g18fce8

Simple Launcher 1.1.0.14 ms-compitem-crud;main;10_0
_944_gf53ef8

Simple Launcher 1.1.0.14 ms-dep-pkg-cud;main;10_0_1
125_g409b89

Simple Launcher 1.1.0.14 ms-dep-pkg-r;main;10_0_111
4_gd736ac

Simple Launcher 1.1.0.14 ms-sbom-export;main;10_0_4
39_gcab5db

Simple Launcher 1.1.0.14 ms-scorecard;main;10_0_866
_g4c6277

Simple Launcher 1.1.0.14 ms-textfile-crud;main;10_0_98
4_g7bb0d2

Simple Launcher 1.1.0.14 ms-validate-user;main;10_0_1
067_g18fce8

alternatives 1.15-2.amzn2023.0.2 GPLv2 ms-sbom-export;main;10_0_4
39_gcab5db

alternatives 1.15-2.amzn2023.0.2 GPLv2 ms-scorecard;main;10_0_866
_g4c6277

amazon-linux-repo-
cdn

2023.5.20240916-0.amzn
2023

MIT ms-sbom-export;main;10_0_4
39_gcab5db

amazon-linux-repo-
cdn

2023.5.20240916-0.amzn
2023

MIT ms-scorecard;main;10_0_866
_g4c6277

amzn 2023 ms-sbom-export;main;10_0_4
39_gcab5db

amzn 2023 ms-scorecard;main;10_0_866
_g4c6277

annotated-types 0.7.0 ms-compitem-crud;main;10_0
_944_gf53ef8

annotated-types 0.7.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

annotated-types 0.7.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

annotated-types 0.7.0 ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

annotated-types 0.7.0 ms-scorecard;main;10_0_866
_g4c6277

annotated-types 0.7.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

annotated-types 0.7.0 ms-validate-user;main;10_0_1
067_g18fce8

anyio 4.4.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

anyio 4.4.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

anyio 4.4.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

anyio 4.4.0 MIT ms-scorecard;main;10_0_866
_g4c6277

anyio 4.4.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

anyio 4.4.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

anyio 4.6.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

audit-libs 3.0.6-1.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

audit-libs 3.0.6-1.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

autocommand 2.2.2 LGPLv3 ms-sbom-export;main;10_0_4
39_gcab5db

autocommand 2.2.2 LGPLv3 ms-scorecard;main;10_0_866
_g4c6277

backports.tarfile 1.2.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

backports.tarfile 1.2.0 MIT ms-scorecard;main;10_0_866
_g4c6277

basesystem 11-11.amzn2023.0.2 Public-Domain ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

basesystem 11-11.amzn2023.0.2 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

bash 5.2.15-1.amzn2023.0.2 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

bash 5.2.15-1.amzn2023.0.2 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

build 1.2.2 ms-sbom-export;main;10_0_4
39_gcab5db

build 1.2.2 ms-scorecard;main;10_0_866
_g4c6277

build 1.2.2.post1 ms-compitem-crud;main;10_0
_944_gf53ef8

build 1.2.2.post1 ms-dep-pkg-cud;main;10_0_1
125_g409b89

build 1.2.2.post1 ms-dep-pkg-r;main;10_0_111
4_gd736ac

build 1.2.2.post1 ms-textfile-crud;main;10_0_98
4_g7bb0d2

build 1.2.2.post1 ms-validate-user;main;10_0_1
067_g18fce8

bzip2-libs 1.0.8-6.amzn2023.0.2 BSD ms-sbom-export;main;10_0_4
39_gcab5db

bzip2-libs 1.0.8-6.amzn2023.0.2 BSD ms-scorecard;main;10_0_866
_g4c6277

ca-certificates 2023.2.68-1.0.amzn2023.
0.1

Public-Domain ms-sbom-export;main;10_0_4
39_gcab5db

ca-certificates 2023.2.68-1.0.amzn2023.
0.1

Public-Domain ms-scorecard;main;10_0_866
_g4c6277

ca-certificates-bund
le

20241010-r0 ms-compitem-crud;main;10_0
_944_gf53ef8

ca-certificates-bund
le

20241010-r0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

ca-certificates-bund 20241010-r0 ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

le 4_gd736ac

ca-certificates-bund
le

20241010-r0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

ca-certificates-bund
le

20241010-r0 ms-validate-user;main;10_0_1
067_g18fce8

cairo 1.17.6-2.amzn2023.0.1 LGPLv2-or-MPLv1.1 ms-sbom-export;main;10_0_4
39_gcab5db

certifi 2024.7.4 MPL-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

certifi 2024.8.30 MPL-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

certifi 2024.8.30 MPL-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

certifi 2024.8.30 MPL-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

certifi 2024.8.30 MPL-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

certifi 2024.8.30 MPL-2.0 ms-scorecard;main;10_0_866
_g4c6277

certifi 2024.8.30 MPL-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

certifi 2024.8.30 MPL-2.0 ms-validate-user;main;10_0_1
067_g18fce8

cffi 1.17.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

cffi 1.17.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

cffi 1.17.1 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

cffi 1.17.1 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

cffi 1.17.1 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

cffi 1.17.1 MIT ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

cffi 1.17.1 MIT ms-scorecard;main;10_0_866
_g4c6277

cffi 1.17.1 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

cffi 1.17.1 MIT ms-validate-user;main;10_0_1
067_g18fce8

charset-normalizer 3.3.2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

charset-normalizer 3.3.2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

charset-normalizer 3.3.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

charset-normalizer 3.3.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

charset-normalizer 3.3.2 MIT ms-scorecard;main;10_0_866
_g4c6277

charset-normalizer 3.3.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

charset-normalizer 3.3.2 MIT ms-validate-user;main;10_0_1
067_g18fce8

charset-normalizer 3.4.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

charset-normalizer 3.4.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

charset-normalizer 3.4.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

charset-normalizer 3.4.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

charset-normalizer 3.4.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

cleo 2.1.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

cleo 2.1.0 MIT ms-dep-pkg-cud;main;10_0_1



Package Version License CVE Description Component

125_g409b89

cleo 2.1.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

cleo 2.1.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

cleo 2.1.0 MIT ms-scorecard;main;10_0_866
_g4c6277

cleo 2.1.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

cleo 2.1.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

click 8.1.7 BSD-3-Clause ms-compitem-crud;main;10_0
_944_gf53ef8

click 8.1.7 BSD-3-Clause ms-dep-pkg-cud;main;10_0_1
125_g409b89

click 8.1.7 BSD-3-Clause ms-dep-pkg-r;main;10_0_111
4_gd736ac

click 8.1.7 BSD-3-Clause ms-sbom-export;main;10_0_4
39_gcab5db

click 8.1.7 BSD-3-Clause ms-scorecard;main;10_0_866
_g4c6277

click 8.1.7 BSD-3-Clause ms-textfile-crud;main;10_0_98
4_g7bb0d2

click 8.1.7 BSD-3-Clause ms-validate-user;main;10_0_1
067_g18fce8

coreutils-single 8.32-30.amzn2023.0.3 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

coreutils-single 8.32-30.amzn2023.0.3 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

crashtest 0.4.1 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

crashtest 0.4.1 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

crashtest 0.4.1 MIT ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

4_gd736ac

crashtest 0.4.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

crashtest 0.4.1 MIT ms-scorecard;main;10_0_866
_g4c6277

crashtest 0.4.1 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

crashtest 0.4.1 MIT ms-validate-user;main;10_0_1
067_g18fce8

crypto-policies 20220428-1.gitdfb10ea.a
mzn2023.0.2

LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

crypto-policies 20220428-1.gitdfb10ea.a
mzn2023.0.2

LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

cryptography 43.0.1 ms-sbom-export;main;10_0_4
39_gcab5db

cryptography 43.0.1 ms-scorecard;main;10_0_866
_g4c6277

cryptography 43.0.3 ms-compitem-crud;main;10_0
_944_gf53ef8

cryptography 43.0.3 ms-dep-pkg-cud;main;10_0_1
125_g409b89

cryptography 43.0.3 ms-dep-pkg-r;main;10_0_111
4_gd736ac

cryptography 43.0.3 ms-textfile-crud;main;10_0_98
4_g7bb0d2

cryptography 43.0.3 ms-validate-user;main;10_0_1
067_g18fce8

cssselect2 0.7.0 ms-sbom-export;main;10_0_4
39_gcab5db

curl-minimal 8.5.0-1.amzn2023.0.4 curl ms-sbom-export;main;10_0_4
39_gcab5db

curl-minimal 8.5.0-1.amzn2023.0.4 curl ms-scorecard;main;10_0_866
_g4c6277

cvss 3.2 LGPLv3- ms-dep-pkg-cud;main;10_0_1



Package Version License CVE Description Component

125_g409b89

defusedxml 0.7.1 PSFL ms-dep-pkg-cud;main;10_0_1
125_g409b89

distlib 0.3.8 PSF-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

distlib 0.3.8 PSF-2.0 ms-scorecard;main;10_0_866
_g4c6277

distlib 0.3.9 PSF-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

distlib 0.3.9 PSF-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

distlib 0.3.9 PSF-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

distlib 0.3.9 PSF-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

distlib 0.3.9 PSF-2.0 ms-validate-user;main;10_0_1
067_g18fce8

dnf 4.14.0-1.amzn2023.0.5 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

dnf 4.14.0-1.amzn2023.0.5 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

dnf-data 4.14.0-1.amzn2023.0.5 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

dnf-data 4.14.0-1.amzn2023.0.5 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-compitem-crud;main;10_0
_944_gf53ef8

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-dep-pkg-cud;main;10_0_1
125_g409b89

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-dep-pkg-r;main;10_0_111
4_gd736ac

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-sbom-export;main;10_0_4
39_gcab5db

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-textfile-crud;main;10_0_98
4_g7bb0d2

dulwich 0.21.7 Apachev2-or-later-or-GPLv2 ms-validate-user;main;10_0_1
067_g18fce8

elfutils-default-yam
a-scope

0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

elfutils-default-yam
a-scope

0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-scorecard;main;10_0_866
_g4c6277

elfutils-libelf 0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

elfutils-libelf 0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-scorecard;main;10_0_866
_g4c6277

elfutils-libs 0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

elfutils-libs 0.188-3.amzn2023.0.2 GPLv2--or-LGPLv3- ms-scorecard;main;10_0_866
_g4c6277

expat 2.5.0-1.amzn2023.0.4 MIT ms-sbom-export;main;10_0_4
39_gcab5db

expat 2.5.0-1.amzn2023.0.4 MIT ms-scorecard;main;10_0_866
_g4c6277

fastapi 0.115.0 ms-sbom-export;main;10_0_4
39_gcab5db

fastapi 0.115.0 ms-scorecard;main;10_0_866
_g4c6277

fastapi 0.115.3 ms-compitem-crud;main;10_0
_944_gf53ef8

fastapi 0.115.3 ms-dep-pkg-cud;main;10_0_1
125_g409b89

fastapi 0.115.3 ms-dep-pkg-r;main;10_0_111
4_gd736ac

fastapi 0.115.3 ms-textfile-crud;main;10_0_98
4_g7bb0d2

fastapi 0.115.3 ms-validate-user;main;10_0_1



Package Version License CVE Description Component

067_g18fce8

fastjsonschema 2.20.0 BSD ms-compitem-crud;main;10_0
_944_gf53ef8

fastjsonschema 2.20.0 BSD ms-dep-pkg-cud;main;10_0_1
125_g409b89

fastjsonschema 2.20.0 BSD ms-dep-pkg-r;main;10_0_111
4_gd736ac

fastjsonschema 2.20.0 BSD ms-sbom-export;main;10_0_4
39_gcab5db

fastjsonschema 2.20.0 BSD ms-scorecard;main;10_0_866
_g4c6277

fastjsonschema 2.20.0 BSD ms-textfile-crud;main;10_0_98
4_g7bb0d2

fastjsonschema 2.20.0 BSD ms-validate-user;main;10_0_1
067_g18fce8

file-libs 5.39-7.amzn2023.0.4 BSD ms-sbom-export;main;10_0_4
39_gcab5db

file-libs 5.39-7.amzn2023.0.4 BSD ms-scorecard;main;10_0_866
_g4c6277

filelock 3.16.1 Unlicense ms-compitem-crud;main;10_0
_944_gf53ef8

filelock 3.16.1 Unlicense ms-dep-pkg-cud;main;10_0_1
125_g409b89

filelock 3.16.1 Unlicense ms-dep-pkg-r;main;10_0_111
4_gd736ac

filelock 3.16.1 Unlicense ms-sbom-export;main;10_0_4
39_gcab5db

filelock 3.16.1 Unlicense ms-scorecard;main;10_0_866
_g4c6277

filelock 3.16.1 Unlicense ms-textfile-crud;main;10_0_98
4_g7bb0d2

filelock 3.16.1 Unlicense ms-validate-user;main;10_0_1
067_g18fce8

filesystem 3.14-5.amzn2023.0.3 Public-Domain ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

filesystem 3.14-5.amzn2023.0.3 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

fontconfig 2.13.94-2.amzn2023.0.2 MIT-and-Public-Domain-and-UCD ms-sbom-export;main;10_0_4
39_gcab5db

fonts-filesystem 1:2.0.5-12.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

fonttools 4.53.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

freetype 2.13.2-5.amzn2023.0.1 ms-sbom-export;main;10_0_4
39_gcab5db

fribidi 1.0.11-3.amzn2023.0.2 LGPLv2--and-UCD ms-sbom-export;main;10_0_4
39_gcab5db

gawk 5.1.0-3.amzn2023.0.3 GPLv3--and-GPLv2--and-LGPLv2--and-BSD ms-sbom-export;main;10_0_4
39_gcab5db

gawk 5.1.0-3.amzn2023.0.3 GPLv3--and-GPLv2--and-LGPLv2--and-BSD ms-scorecard;main;10_0_866
_g4c6277

gdbm 1.24-r0 GPL-3.0-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

gdbm 1.24-r0 GPL-3.0-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

gdbm 1.24-r0 GPL-3.0-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

gdbm 1.24-r0 GPL-3.0-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

gdbm 1.24-r0 GPL-3.0-or-later ms-validate-user;main;10_0_1
067_g18fce8

gdbm-libs 1:1.19-2.amzn2023.0.2 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

gdbm-libs 1:1.19-2.amzn2023.0.2 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

glib2 2.74.7-689.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

glib2 2.74.7-689.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

glibc 2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-sbom-export;main;10_0_4
39_gcab5db

glibc 2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-scorecard;main;10_0_866
_g4c6277

glibc 2.40-r3 LGPL-2.1-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

glibc 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

glibc 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

glibc 2.40-r3 LGPL-2.1-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

glibc 2.40-r3 LGPL-2.1-or-later ms-validate-user;main;10_0_1
067_g18fce8

glibc-common 2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-sbom-export;main;10_0_4
39_gcab5db

glibc-common 2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-scorecard;main;10_0_866
_g4c6277

glibc-locale-posix 2.40-r3 LGPL-2.1-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

glibc-locale-posix 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

glibc-locale-posix 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

glibc-locale-posix 2.40-r3 LGPL-2.1-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

glibc-locale-posix 2.40-r3 LGPL-2.1-or-later ms-validate-user;main;10_0_1
067_g18fce8

glibc-minimal-langp
ack

2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-sbom-export;main;10_0_4
39_gcab5db

glibc-minimal-langp
ack

2.34-52.amzn2023.0.11 cedbc2fa4301332b3d3569627696d986a63b3f3a293a2
759a611c7c3deebd428

ms-scorecard;main;10_0_866
_g4c6277

gmp 1:6.2.1-2.amzn2023.0.2 LGPLv3--or-GPLv2- ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

gmp 1:6.2.1-2.amzn2023.0.2 LGPLv3--or-GPLv2- ms-scorecard;main;10_0_866
_g4c6277

gnupg2-minimal 2.3.7-1.amzn2023.0.4 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

gnupg2-minimal 2.3.7-1.amzn2023.0.4 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

gnutls 3.8.0-380.amzn2023.0.6 GPLv3--and-LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

gnutls 3.8.0-380.amzn2023.0.6 GPLv3--and-LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

google-noto-fonts-c
ommon

20201206-2.amzn2023.0.
2

OFL ms-sbom-export;main;10_0_4
39_gcab5db

google-noto-sans-vf
-fonts

20201206-2.amzn2023.0.
2

OFL ms-sbom-export;main;10_0_4
39_gcab5db

gpg 1.15.1 LGPL2.1---the-library---GPL2---tests-and-examples- ms-sbom-export;main;10_0_4
39_gcab5db

gpg 1.15.1 LGPL2.1---the-library---GPL2---tests-and-examples- ms-scorecard;main;10_0_866
_g4c6277

gpg-pubkey d832c631-6515c85e pubkey ms-sbom-export;main;10_0_4
39_gcab5db

gpg-pubkey d832c631-6515c85e pubkey ms-scorecard;main;10_0_866
_g4c6277

gpgme 1.15.1-6.amzn2023.0.3 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

gpgme 1.15.1-6.amzn2023.0.3 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

graphite2 1.3.14-7.amzn2023.0.2 1270c67936c91f056d6ade6f760dc84e2dbf353ac19c3
8a6b801397918fa6a68

ms-sbom-export;main;10_0_4
39_gcab5db

greenlet 3.0.3 MIT-License ms-compitem-crud;main;10_0
_944_gf53ef8

greenlet 3.0.3 MIT-License ms-dep-pkg-cud;main;10_0_1
125_g409b89

greenlet 3.0.3 MIT-License ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

greenlet 3.0.3 MIT-License ms-scorecard;main;10_0_866
_g4c6277

greenlet 3.0.3 MIT-License ms-textfile-crud;main;10_0_98
4_g7bb0d2

greenlet 3.0.3 MIT-License ms-validate-user;main;10_0_1
067_g18fce8

greenlet 3.1.1 MIT-License ms-dep-pkg-r;main;10_0_111
4_gd736ac

grep 3.8-1.amzn2023.0.4 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

grep 3.8-1.amzn2023.0.4 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

h11 0.14.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

h11 0.14.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

h11 0.14.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

h11 0.14.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

h11 0.14.0 MIT ms-scorecard;main;10_0_866
_g4c6277

h11 0.14.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

h11 0.14.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

harfbuzz 7.0.0-2.amzn2023.0.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

html5lib 1.1 MIT-License ms-sbom-export;main;10_0_4
39_gcab5db

idna 3.10 ms-compitem-crud;main;10_0
_944_gf53ef8

idna 3.10 ms-dep-pkg-cud;main;10_0_1



Package Version License CVE Description Component

125_g409b89

idna 3.10 ms-dep-pkg-r;main;10_0_111
4_gd736ac

idna 3.10 ms-sbom-export;main;10_0_4
39_gcab5db

idna 3.10 ms-scorecard;main;10_0_866
_g4c6277

idna 3.10 ms-textfile-crud;main;10_0_98
4_g7bb0d2

idna 3.10 ms-validate-user;main;10_0_1
067_g18fce8

idna 3.8 ms-scorecard;main;10_0_866
_g4c6277

importlib_metadata 8.0.0 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

importlib_metadata 8.0.0 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

importlib_metadata 8.5.0 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

importlib_metadata 8.5.0 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

importlib_resources 6.4.0 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

importlib_resources 6.4.0 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

inflect 7.3.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

inflect 7.3.1 MIT ms-scorecard;main;10_0_866
_g4c6277

installer 0.7.0 ms-compitem-crud;main;10_0
_944_gf53ef8

installer 0.7.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

installer 0.7.0 ms-dep-pkg-r;main;10_0_111
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4_gd736ac

installer 0.7.0 ms-sbom-export;main;10_0_4
39_gcab5db

installer 0.7.0 ms-scorecard;main;10_0_866
_g4c6277

installer 0.7.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

installer 0.7.0 ms-validate-user;main;10_0_1
067_g18fce8

jaraco.classes 3.4.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

jaraco.classes 3.4.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

jaraco.classes 3.4.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

jaraco.classes 3.4.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

jaraco.classes 3.4.0 MIT ms-scorecard;main;10_0_866
_g4c6277

jaraco.classes 3.4.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

jaraco.classes 3.4.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

jaraco.collections 5.1.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

jaraco.collections 5.1.0 MIT ms-scorecard;main;10_0_866
_g4c6277

jaraco.context 5.3.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

jaraco.context 5.3.0 MIT ms-scorecard;main;10_0_866
_g4c6277

jaraco.functools 4.0.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

jaraco.functools 4.0.1 MIT ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

jaraco.text 3.12.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

jaraco.text 3.12.1 MIT ms-scorecard;main;10_0_866
_g4c6277

jeepney 0.8.0 ms-compitem-crud;main;10_0
_944_gf53ef8

jeepney 0.8.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

jeepney 0.8.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

jeepney 0.8.0 ms-sbom-export;main;10_0_4
39_gcab5db

jeepney 0.8.0 ms-scorecard;main;10_0_866
_g4c6277

jeepney 0.8.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

jeepney 0.8.0 ms-validate-user;main;10_0_1
067_g18fce8

json-c 0.14-8.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

json-c 0.14-8.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

keyring 24.3.1 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

keyring 24.3.1 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

keyring 24.3.1 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

keyring 24.3.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

keyring 24.3.1 MIT ms-scorecard;main;10_0_866
_g4c6277

keyring 24.3.1 MIT ms-textfile-crud;main;10_0_98



Package Version License CVE Description Component

4_g7bb0d2

keyring 24.3.1 MIT ms-validate-user;main;10_0_1
067_g18fce8

keyutils-libs 1.6.3-1.amzn2023.0.1 GPLv2--and-LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

keyutils-libs 1.6.3-1.amzn2023.0.1 GPLv2--and-LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

krb5-libs 1.21.3-1.amzn2023.0.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

krb5-libs 1.21.3-1.amzn2023.0.1 MIT ms-scorecard;main;10_0_866
_g4c6277

langpacks-core-font
-en

3.0-21.amzn2023.0.4 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

ld-linux 2.40-r3 LGPL-2.1-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

ld-linux 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

ld-linux 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

ld-linux 2.40-r3 LGPL-2.1-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

ld-linux 2.40-r3 LGPL-2.1-or-later ms-validate-user;main;10_0_1
067_g18fce8

libX11 1.7.2-3.amzn2023.0.4 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libX11-common 1.7.2-3.amzn2023.0.4 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libXau 1.0.9-6.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libXext 1.3.4-6.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libXft 2.3.3-6.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libXrender 0.9.10-14.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

libacl 2.3.1-2.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libacl 2.3.1-2.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libarchive 3.7.4-2.amzn2023.0.1 ms-sbom-export;main;10_0_4
39_gcab5db

libarchive 3.7.4-2.amzn2023.0.1 ms-scorecard;main;10_0_866
_g4c6277

libassuan 2.5.5-1.amzn2023.0.2 LGPLv2--and-GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

libassuan 2.5.5-1.amzn2023.0.2 LGPLv2--and-GPLv3- ms-scorecard;main;10_0_866
_g4c6277

libattr 2.5.1-3.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libattr 2.5.1-3.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libblkid 2.37.4-1.amzn2023.0.4 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libblkid 2.37.4-1.amzn2023.0.4 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libbrotli 1.0.9-4.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libbz2-1 1.0.8-r8 ms-compitem-crud;main;10_0
_944_gf53ef8

libbz2-1 1.0.8-r8 ms-dep-pkg-cud;main;10_0_1
125_g409b89

libbz2-1 1.0.8-r8 ms-dep-pkg-r;main;10_0_111
4_gd736ac

libbz2-1 1.0.8-r8 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libbz2-1 1.0.8-r8 ms-validate-user;main;10_0_1
067_g18fce8

libcap 2.48-2.amzn2023.0.3 BSD-or-GPLv2 ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

libcap 2.48-2.amzn2023.0.3 BSD-or-GPLv2 ms-scorecard;main;10_0_866
_g4c6277

libcap-ng 0.8.2-4.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libcap-ng 0.8.2-4.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libcom_err 1.46.5-2.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libcom_err 1.46.5-2.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

libcomps 0.1.20 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libcomps 0.1.20 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

libcomps 0.1.20-1.amzn2023 GPL-2.0-or-later ms-sbom-export;main;10_0_4
39_gcab5db

libcomps 0.1.20-1.amzn2023 GPL-2.0-or-later ms-scorecard;main;10_0_866
_g4c6277

libcrypt1 2.40-r3 LGPL-2.1-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

libcrypt1 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

libcrypt1 2.40-r3 LGPL-2.1-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

libcrypt1 2.40-r3 LGPL-2.1-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

libcrypt1 2.40-r3 LGPL-2.1-or-later ms-validate-user;main;10_0_1
067_g18fce8

libcrypto3 3.3.2-r2 Apache-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

libcrypto3 3.3.2-r2 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

libcrypto3 3.3.2-r2 Apache-2.0 ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

4_gd736ac

libcrypto3 3.3.2-r2 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libcrypto3 3.3.2-r2 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

libcurl-minimal 8.5.0-1.amzn2023.0.4 curl ms-sbom-export;main;10_0_4
39_gcab5db

libcurl-minimal 8.5.0-1.amzn2023.0.4 curl ms-scorecard;main;10_0_866
_g4c6277

libdatrie 0.2.13-1.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libdnf 0.69.0-8.amzn2023.0.5 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libdnf 0.69.0-8.amzn2023.0.5 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libexpat1 2.6.3-r0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

libexpat1 2.6.3-r0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

libexpat1 2.6.3-r0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

libexpat1 2.6.3-r0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

libexpat1 2.6.3-r0 MIT ms-validate-user;main;10_0_1
067_g18fce8

libffi 3.4.4-1.amzn2023.0.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libffi 3.4.4-1.amzn2023.0.1 MIT ms-scorecard;main;10_0_866
_g4c6277

libffi 3.4.6-r5 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

libffi 3.4.6-r5 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

libffi 3.4.6-r5 MIT ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

4_gd736ac

libffi 3.4.6-r5 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

libffi 3.4.6-r5 MIT ms-validate-user;main;10_0_1
067_g18fce8

libgcc 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-sbom-export;main;10_0_4
39_gcab5db

libgcc 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-scorecard;main;10_0_866
_g4c6277

libgcc 14.2.0-r3 ms-compitem-crud;main;10_0
_944_gf53ef8

libgcc 14.2.0-r3 ms-dep-pkg-cud;main;10_0_1
125_g409b89

libgcc 14.2.0-r3 ms-dep-pkg-r;main;10_0_111
4_gd736ac

libgcc 14.2.0-r3 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libgcc 14.2.0-r3 ms-validate-user;main;10_0_1
067_g18fce8

libgcrypt 1.10.2-1.amzn2023.0.1 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libgcrypt 1.10.2-1.amzn2023.0.1 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libgomp 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-sbom-export;main;10_0_4
39_gcab5db

libgomp 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-scorecard;main;10_0_866
_g4c6277

libgpg-error 1.42-1.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libgpg-error 1.42-1.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libidn2 2.3.2-1.amzn2023.0.5 -GPLv2--or-LGPLv3---and-GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

libidn2 2.3.2-1.amzn2023.0.5 -GPLv2--or-LGPLv3---and-GPLv3- ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

libmetalink 0.1.3-14.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libmetalink 0.1.3-14.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

libmodulemd 2.13.0-2.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libmodulemd 2.13.0-2.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

libmount 2.37.4-1.amzn2023.0.4 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libmount 2.37.4-1.amzn2023.0.4 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libnghttp2 1.59.0-3.amzn2023.0.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libnghttp2 1.59.0-3.amzn2023.0.1 MIT ms-scorecard;main;10_0_866
_g4c6277

libpng 2:1.6.37-10.amzn2023.0.6 Zlib ms-sbom-export;main;10_0_4
39_gcab5db

libpsl 0.21.1-3.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libpsl 0.21.1-3.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

librepo 1.14.5-2.amzn2023.0.1 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

librepo 1.14.5-2.amzn2023.0.1 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libreport-filesystem 2.15.2-2.amzn2023.0.2 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libreport-filesystem 2.15.2-2.amzn2023.0.2 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

libselinux 3.4-5.amzn2023.0.2 Public-Domain ms-sbom-export;main;10_0_4
39_gcab5db

libselinux 3.4-5.amzn2023.0.2 Public-Domain ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

libsepol 3.4-3.amzn2023.0.3 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libsepol 3.4-3.amzn2023.0.3 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libsigsegv 2.13-2.amzn2023.0.2 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libsigsegv 2.13-2.amzn2023.0.2 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

libsmartcols 2.37.4-1.amzn2023.0.4 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libsmartcols 2.37.4-1.amzn2023.0.4 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libsolv 0.7.22-1.amzn2023.0.2 BSD ms-sbom-export;main;10_0_4
39_gcab5db

libsolv 0.7.22-1.amzn2023.0.2 BSD ms-scorecard;main;10_0_866
_g4c6277

libssl3 3.3.2-r2 Apache-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

libssl3 3.3.2-r2 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

libssl3 3.3.2-r2 Apache-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

libssl3 3.3.2-r2 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libssl3 3.3.2-r2 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

libstdc++ 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-sbom-export;main;10_0_4
39_gcab5db

libstdc++ 11.4.1-2.amzn2023.0.2 0a20635703258c08665cede2a4166b90795ad1cb30dd
85cfde1598463d68ebf5

ms-scorecard;main;10_0_866
_g4c6277

libstdc++ 14.2.0-r3 ms-compitem-crud;main;10_0
_944_gf53ef8

libstdc++ 14.2.0-r3 ms-dep-pkg-cud;main;10_0_1
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125_g409b89

libstdc++ 14.2.0-r3 ms-dep-pkg-r;main;10_0_111
4_gd736ac

libstdc++ 14.2.0-r3 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libstdc++ 14.2.0-r3 ms-validate-user;main;10_0_1
067_g18fce8

libtasn1 4.19.0-1.amzn2023.0.4 GPLv3--and-LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libtasn1 4.19.0-1.amzn2023.0.4 GPLv3--and-LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

libthai 0.1.28-6.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

libunistring 0.9.10-10.amzn2023.0.2 GPLV2--or-LGPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

libunistring 0.9.10-10.amzn2023.0.2 GPLV2--or-LGPLv3- ms-scorecard;main;10_0_866
_g4c6277

libuuid 2.37.4-1.amzn2023.0.4 BSD ms-sbom-export;main;10_0_4
39_gcab5db

libuuid 2.37.4-1.amzn2023.0.4 BSD ms-scorecard;main;10_0_866
_g4c6277

libverto 0.3.2-1.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libverto 0.3.2-1.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

libxcb 1.13.1-7.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libxcrypt 4.4.33-7.amzn2023 ms-sbom-export;main;10_0_4
39_gcab5db

libxcrypt 4.4.33-7.amzn2023 ms-scorecard;main;10_0_866
_g4c6277

libxcrypt 4.4.36-r8 ms-compitem-crud;main;10_0
_944_gf53ef8

libxcrypt 4.4.36-r8 ms-dep-pkg-cud;main;10_0_1
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125_g409b89

libxcrypt 4.4.36-r8 ms-dep-pkg-r;main;10_0_111
4_gd736ac

libxcrypt 4.4.36-r8 ms-textfile-crud;main;10_0_98
4_g7bb0d2

libxcrypt 4.4.36-r8 ms-validate-user;main;10_0_1
067_g18fce8

libxcrypt-compat 4.4.33-7.amzn2023 ms-sbom-export;main;10_0_4
39_gcab5db

libxcrypt-compat 4.4.33-7.amzn2023 ms-scorecard;main;10_0_866
_g4c6277

libxml2 2.10.4-1.amzn2023.0.6 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libxml2 2.10.4-1.amzn2023.0.6 MIT ms-scorecard;main;10_0_866
_g4c6277

libyaml 0.2.5-5.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

libyaml 0.2.5-5.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

libzstd 1.5.5-1.amzn2023.0.1 BSD-and-GPLv2 ms-sbom-export;main;10_0_4
39_gcab5db

libzstd 1.5.5-1.amzn2023.0.1 BSD-and-GPLv2 ms-scorecard;main;10_0_866
_g4c6277

lua-libs 5.4.4-3.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

lua-libs 5.4.4-3.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

lz4-libs 1.9.4-1.amzn2023.0.2 GPLv2--and-BSD ms-sbom-export;main;10_0_4
39_gcab5db

lz4-libs 1.9.4-1.amzn2023.0.2 GPLv2--and-BSD ms-scorecard;main;10_0_866
_g4c6277

more-itertools 10.3.0 ms-sbom-export;main;10_0_4
39_gcab5db

more-itertools 10.3.0 ms-scorecard;main;10_0_866
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_g4c6277

more-itertools 10.5.0 ms-compitem-crud;main;10_0
_944_gf53ef8

more-itertools 10.5.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

more-itertools 10.5.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

more-itertools 10.5.0 ms-sbom-export;main;10_0_4
39_gcab5db

more-itertools 10.5.0 ms-scorecard;main;10_0_866
_g4c6277

more-itertools 10.5.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

more-itertools 10.5.0 ms-validate-user;main;10_0_1
067_g18fce8

mpdecimal 2.5.1-3.amzn2023.0.3 BSD ms-sbom-export;main;10_0_4
39_gcab5db

mpdecimal 2.5.1-3.amzn2023.0.3 BSD ms-scorecard;main;10_0_866
_g4c6277

mpdecimal 4.0.0-r2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

mpdecimal 4.0.0-r2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

mpdecimal 4.0.0-r2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

mpdecimal 4.0.0-r2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

mpdecimal 4.0.0-r2 MIT ms-validate-user;main;10_0_1
067_g18fce8

mpfr 4.1.0-7.amzn2023.0.2 LGPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

mpfr 4.1.0-7.amzn2023.0.2 LGPLv3- ms-scorecard;main;10_0_866
_g4c6277

msgpack 1.1.0 Apache-2.0 ms-compitem-crud;main;10_0



Package Version License CVE Description Component

_944_gf53ef8

msgpack 1.1.0 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

msgpack 1.1.0 Apache-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

msgpack 1.1.0 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

msgpack 1.1.0 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

msgpack 1.1.0 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

msgpack 1.1.0 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

my-test-package 1.0 UNKNOWN ms-sbom-export;main;10_0_4
39_gcab5db

my-test-package 1.0 UNKNOWN ms-scorecard;main;10_0_866
_g4c6277

ncurses 6.5_p20241006-r3 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

ncurses 6.5_p20241006-r3 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

ncurses 6.5_p20241006-r3 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

ncurses 6.5_p20241006-r3 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

ncurses 6.5_p20241006-r3 MIT ms-validate-user;main;10_0_1
067_g18fce8

ncurses-base 6.2-4.20200222.amzn202
3.0.6

MIT ms-sbom-export;main;10_0_4
39_gcab5db

ncurses-base 6.2-4.20200222.amzn202
3.0.6

MIT ms-scorecard;main;10_0_866
_g4c6277

ncurses-libs 6.2-4.20200222.amzn202
3.0.6

MIT ms-sbom-export;main;10_0_4
39_gcab5db

ncurses-libs 6.2-4.20200222.amzn202 MIT ms-scorecard;main;10_0_866



Package Version License CVE Description Component

3.0.6 _g4c6277

ncurses-terminfo-b
ase

6.5_p20241006-r3 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

ncurses-terminfo-b
ase

6.5_p20241006-r3 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

ncurses-terminfo-b
ase

6.5_p20241006-r3 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

ncurses-terminfo-b
ase

6.5_p20241006-r3 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

ncurses-terminfo-b
ase

6.5_p20241006-r3 MIT ms-validate-user;main;10_0_1
067_g18fce8

nettle 3.8-1.amzn2023.0.2 LGPLv3--or-GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

nettle 3.8-1.amzn2023.0.2 LGPLv3--or-GPLv2- ms-scorecard;main;10_0_866
_g4c6277

npth 1.6-6.amzn2023.0.2 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

npth 1.6-6.amzn2023.0.2 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

numpy 2.1.1 4f6ded3f3ab2ef414aa6d6ac0495b34dce151c874733df
e2903405ff51cb75a9

ms-sbom-export;main;10_0_4
39_gcab5db

numpy 2.1.1 4f6ded3f3ab2ef414aa6d6ac0495b34dce151c874733df
e2903405ff51cb75a9

ms-scorecard;main;10_0_866
_g4c6277

numpy 2.1.2 4f6ded3f3ab2ef414aa6d6ac0495b34dce151c874733df
e2903405ff51cb75a9

ms-dep-pkg-r;main;10_0_111
4_gd736ac

openssl-libs 1:3.0.8-1.amzn2023.0.14 ASL-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

openssl-libs 1:3.0.8-1.amzn2023.0.14 ASL-2.0 ms-scorecard;main;10_0_866
_g4c6277

p11-kit 0.24.1-2.amzn2023.0.3 BSD ms-sbom-export;main;10_0_4
39_gcab5db

p11-kit 0.24.1-2.amzn2023.0.3 BSD ms-scorecard;main;10_0_866
_g4c6277

p11-kit-trust 0.24.1-2.amzn2023.0.3 BSD ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

p11-kit-trust 0.24.1-2.amzn2023.0.3 BSD ms-scorecard;main;10_0_866
_g4c6277

packageurl-python 0.16.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

packaging 24.1 ms-compitem-crud;main;10_0
_944_gf53ef8

packaging 24.1 ms-dep-pkg-cud;main;10_0_1
125_g409b89

packaging 24.1 ms-dep-pkg-r;main;10_0_111
4_gd736ac

packaging 24.1 ms-sbom-export;main;10_0_4
39_gcab5db

packaging 24.1 ms-scorecard;main;10_0_866
_g4c6277

packaging 24.1 ms-textfile-crud;main;10_0_98
4_g7bb0d2

packaging 24.1 ms-validate-user;main;10_0_1
067_g18fce8

pandas 2.2.3 1efd6de77e03a0dc2652da8c425085e0284cc0e6eb17
e64589643ed21ab0054f

ms-dep-pkg-r;main;10_0_111
4_gd736ac

pandas 2.2.3 1efd6de77e03a0dc2652da8c425085e0284cc0e6eb17
e64589643ed21ab0054f

ms-sbom-export;main;10_0_4
39_gcab5db

pandas 2.2.3 1efd6de77e03a0dc2652da8c425085e0284cc0e6eb17
e64589643ed21ab0054f

ms-scorecard;main;10_0_866
_g4c6277

pango 1.48.10-1.amzn2023.0.3 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

pcre2 10.40-1.amzn2023.0.3 BSD ms-sbom-export;main;10_0_4
39_gcab5db

pcre2 10.40-1.amzn2023.0.3 BSD ms-scorecard;main;10_0_866
_g4c6277

pcre2-syntax 10.40-1.amzn2023.0.3 BSD ms-sbom-export;main;10_0_4
39_gcab5db

pcre2-syntax 10.40-1.amzn2023.0.3 BSD ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

pexpect 4.9.0 ISC-license ms-compitem-crud;main;10_0
_944_gf53ef8

pexpect 4.9.0 ISC-license ms-dep-pkg-cud;main;10_0_1
125_g409b89

pexpect 4.9.0 ISC-license ms-dep-pkg-r;main;10_0_111
4_gd736ac

pexpect 4.9.0 ISC-license ms-sbom-export;main;10_0_4
39_gcab5db

pexpect 4.9.0 ISC-license ms-scorecard;main;10_0_866
_g4c6277

pexpect 4.9.0 ISC-license ms-textfile-crud;main;10_0_98
4_g7bb0d2

pexpect 4.9.0 ISC-license ms-validate-user;main;10_0_1
067_g18fce8

pillow 10.4.0 HPND ms-sbom-export;main;10_0_4
39_gcab5db

pip 24.2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

pip 24.2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

pip 24.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

pip 24.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

pip 24.2 MIT ms-scorecard;main;10_0_866
_g4c6277

pip 24.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

pip 24.2 MIT ms-validate-user;main;10_0_1
067_g18fce8

pixman 0.40.0-3.amzn2023.0.3 MIT ms-sbom-export;main;10_0_4
39_gcab5db

pkginfo 1.11.1 MIT ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

pkginfo 1.11.1 MIT ms-scorecard;main;10_0_866
_g4c6277

pkginfo 1.11.2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

pkginfo 1.11.2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

pkginfo 1.11.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

pkginfo 1.11.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

pkginfo 1.11.2 MIT ms-validate-user;main;10_0_1
067_g18fce8

platformdirs 4.2.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

platformdirs 4.2.2 MIT ms-scorecard;main;10_0_866
_g4c6277

platformdirs 4.3.6 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

platformdirs 4.3.6 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

platformdirs 4.3.6 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

platformdirs 4.3.6 MIT ms-sbom-export;main;10_0_4
39_gcab5db

platformdirs 4.3.6 MIT ms-scorecard;main;10_0_866
_g4c6277

platformdirs 4.3.6 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

platformdirs 4.3.6 MIT ms-validate-user;main;10_0_1
067_g18fce8

poetry 1.8.3 MIT ms-sbom-export;main;10_0_4
39_gcab5db

poetry 1.8.3 MIT ms-scorecard;main;10_0_866



Package Version License CVE Description Component

_g4c6277

poetry 1.8.4 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

poetry 1.8.4 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

poetry 1.8.4 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

poetry 1.8.4 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

poetry 1.8.4 MIT ms-validate-user;main;10_0_1
067_g18fce8

poetry-core 1.9.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

poetry-core 1.9.0 MIT ms-scorecard;main;10_0_866
_g4c6277

poetry-core 1.9.1 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

poetry-core 1.9.1 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

poetry-core 1.9.1 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

poetry-core 1.9.1 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

poetry-core 1.9.1 MIT ms-validate-user;main;10_0_1
067_g18fce8

poetry-plugin-expor
t

1.8.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

poetry-plugin-expor
t

1.8.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

poetry-plugin-expor
t

1.8.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

poetry-plugin-expor
t

1.8.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

poetry-plugin-expor 1.8.0 MIT ms-scorecard;main;10_0_866



Package Version License CVE Description Component

t _g4c6277

poetry-plugin-expor
t

1.8.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

poetry-plugin-expor
t

1.8.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

popt 1.18-6.amzn2023.0.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

popt 1.18-6.amzn2023.0.2 MIT ms-scorecard;main;10_0_866
_g4c6277

psycopg2-binary 2.9.10 LGPL-with-exceptions ms-compitem-crud;main;10_0
_944_gf53ef8

psycopg2-binary 2.9.10 LGPL-with-exceptions ms-dep-pkg-cud;main;10_0_1
125_g409b89

psycopg2-binary 2.9.10 LGPL-with-exceptions ms-dep-pkg-r;main;10_0_111
4_gd736ac

psycopg2-binary 2.9.10 LGPL-with-exceptions ms-textfile-crud;main;10_0_98
4_g7bb0d2

psycopg2-binary 2.9.10 LGPL-with-exceptions ms-validate-user;main;10_0_1
067_g18fce8

psycopg2-binary 2.9.9 LGPL-with-exceptions ms-sbom-export;main;10_0_4
39_gcab5db

psycopg2-binary 2.9.9 LGPL-with-exceptions ms-scorecard;main;10_0_866
_g4c6277

ptyprocess 0.7.0 UNKNOWN ms-compitem-crud;main;10_0
_944_gf53ef8

ptyprocess 0.7.0 UNKNOWN ms-dep-pkg-cud;main;10_0_1
125_g409b89

ptyprocess 0.7.0 UNKNOWN ms-dep-pkg-r;main;10_0_111
4_gd736ac

ptyprocess 0.7.0 UNKNOWN ms-sbom-export;main;10_0_4
39_gcab5db

ptyprocess 0.7.0 UNKNOWN ms-scorecard;main;10_0_866
_g4c6277

ptyprocess 0.7.0 UNKNOWN ms-textfile-crud;main;10_0_98



Package Version License CVE Description Component

4_g7bb0d2

ptyprocess 0.7.0 UNKNOWN ms-validate-user;main;10_0_1
067_g18fce8

publicsuffix-list-dafs
a

20240212-61.amzn2023 MPLv2.0 ms-sbom-export;main;10_0_4
39_gcab5db

publicsuffix-list-dafs
a

20240212-61.amzn2023 MPLv2.0 ms-scorecard;main;10_0_866
_g4c6277

py3-pip-wheel 24.2-r4 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

py3-pip-wheel 24.2-r4 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

py3-pip-wheel 24.2-r4 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

py3-pip-wheel 24.2-r4 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

py3-pip-wheel 24.2-r4 MIT ms-validate-user;main;10_0_1
067_g18fce8

pycairo 1.20.1 ms-sbom-export;main;10_0_4
39_gcab5db

pycparser 2.22 BSD-3-Clause ms-compitem-crud;main;10_0
_944_gf53ef8

pycparser 2.22 BSD-3-Clause ms-dep-pkg-cud;main;10_0_1
125_g409b89

pycparser 2.22 BSD-3-Clause ms-dep-pkg-r;main;10_0_111
4_gd736ac

pycparser 2.22 BSD-3-Clause ms-sbom-export;main;10_0_4
39_gcab5db

pycparser 2.22 BSD-3-Clause ms-scorecard;main;10_0_866
_g4c6277

pycparser 2.22 BSD-3-Clause ms-textfile-crud;main;10_0_98
4_g7bb0d2

pycparser 2.22 BSD-3-Clause ms-validate-user;main;10_0_1
067_g18fce8

pydantic 2.8.2 MIT ms-validate-user;main;10_0_1



Package Version License CVE Description Component

067_g18fce8

pydantic 2.9.2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

pydantic 2.9.2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

pydantic 2.9.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

pydantic 2.9.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

pydantic 2.9.2 MIT ms-scorecard;main;10_0_866
_g4c6277

pydantic 2.9.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

pydantic_core 2.20.1 MIT ms-validate-user;main;10_0_1
067_g18fce8

pydantic_core 2.23.4 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

pydantic_core 2.23.4 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

pydantic_core 2.23.4 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

pydantic_core 2.23.4 MIT ms-sbom-export;main;10_0_4
39_gcab5db

pydantic_core 2.23.4 MIT ms-scorecard;main;10_0_866
_g4c6277

pydantic_core 2.23.4 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

pydyf 0.11.0 ms-sbom-export;main;10_0_4
39_gcab5db

pyphen 0.16.0 ms-sbom-export;main;10_0_4
39_gcab5db

pyproject_hooks 1.1.0 ms-sbom-export;main;10_0_4
39_gcab5db

pyproject_hooks 1.2.0 ms-compitem-crud;main;10_0



Package Version License CVE Description Component

_944_gf53ef8

pyproject_hooks 1.2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

pyproject_hooks 1.2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

pyproject_hooks 1.2.0 ms-scorecard;main;10_0_866
_g4c6277

pyproject_hooks 1.2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

pyproject_hooks 1.2.0 ms-validate-user;main;10_0_1
067_g18fce8

python-3.12 3.12.7-r0 PSF-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

python-3.12 3.12.7-r0 PSF-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

python-3.12 3.12.7-r0 PSF-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

python-3.12 3.12.7-r0 PSF-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

python-3.12 3.12.7-r0 PSF-2.0 ms-validate-user;main;10_0_1
067_g18fce8

python-3.12-base 3.12.7-r0 PSF-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

python-3.12-base 3.12.7-r0 PSF-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

python-3.12-base 3.12.7-r0 PSF-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

python-3.12-base 3.12.7-r0 PSF-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

python-3.12-base 3.12.7-r0 PSF-2.0 ms-validate-user;main;10_0_1
067_g18fce8

python-dateutil 2.9.0.post0 Dual-License ms-dep-pkg-r;main;10_0_111
4_gd736ac

python-dateutil 2.9.0.post0 Dual-License ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

python-dateutil 2.9.0.post0 Dual-License ms-scorecard;main;10_0_866
_g4c6277

python3 3.9.16-1.amzn2023.0.9 Python ms-sbom-export;main;10_0_4
39_gcab5db

python3 3.9.16-1.amzn2023.0.9 Python ms-scorecard;main;10_0_866
_g4c6277

python3-cairo 1.20.1-1.amzn2023.0.2 MPLv1.1-or-LGPLv2 ms-sbom-export;main;10_0_4
39_gcab5db

python3-dnf 4.14.0-1.amzn2023.0.5 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

python3-dnf 4.14.0-1.amzn2023.0.5 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

python3-gpg 1.15.1-6.amzn2023.0.3 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

python3-gpg 1.15.1-6.amzn2023.0.3 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

python3-hawkey 0.69.0-8.amzn2023.0.5 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

python3-hawkey 0.69.0-8.amzn2023.0.5 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

python3-libcomps 0.1.20-1.amzn2023 GPL-2.0-or-later ms-sbom-export;main;10_0_4
39_gcab5db

python3-libcomps 0.1.20-1.amzn2023 GPL-2.0-or-later ms-scorecard;main;10_0_866
_g4c6277

python3-libdnf 0.69.0-8.amzn2023.0.5 LGPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

python3-libdnf 0.69.0-8.amzn2023.0.5 LGPLv2- ms-scorecard;main;10_0_866
_g4c6277

python3-libs 3.9.16-1.amzn2023.0.9 Python ms-sbom-export;main;10_0_4
39_gcab5db

python3-libs 3.9.16-1.amzn2023.0.9 Python ms-scorecard;main;10_0_866
_g4c6277

python3-pip-wheel 21.3.1-2.amzn2023.0.7 2cecbaa02b06308d4d3db56ae890f9d8fa8289de0557a ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

c98056ab86246326f86 39_gcab5db

python3-pip-wheel 21.3.1-2.amzn2023.0.7 2cecbaa02b06308d4d3db56ae890f9d8fa8289de0557a
c98056ab86246326f86

ms-scorecard;main;10_0_866
_g4c6277

python3-rpm 4.16.1.3-29.amzn2023.0.6 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

python3-rpm 4.16.1.3-29.amzn2023.0.6 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

python3-setuptools-
wheel

59.6.0-2.amzn2023.0.5 MIT-and--BSD-or-ASL-2.0- ms-sbom-export;main;10_0_4
39_gcab5db

python3-setuptools-
wheel

59.6.0-2.amzn2023.0.5 MIT-and--BSD-or-ASL-2.0- ms-scorecard;main;10_0_866
_g4c6277

python3.11 3.11.6-1.amzn2023.0.3 Python ms-sbom-export;main;10_0_4
39_gcab5db

python3.11 3.11.6-1.amzn2023.0.3 Python ms-scorecard;main;10_0_866
_g4c6277

python3.11-libs 3.11.6-1.amzn2023.0.3 Python ms-sbom-export;main;10_0_4
39_gcab5db

python3.11-libs 3.11.6-1.amzn2023.0.3 Python ms-scorecard;main;10_0_866
_g4c6277

python3.11-pip-whe
el

22.3.1-2.amzn2023.0.2 2cecbaa02b06308d4d3db56ae890f9d8fa8289de0557a
c98056ab86246326f86

ms-sbom-export;main;10_0_4
39_gcab5db

python3.11-pip-whe
el

22.3.1-2.amzn2023.0.2 2cecbaa02b06308d4d3db56ae890f9d8fa8289de0557a
c98056ab86246326f86

ms-scorecard;main;10_0_866
_g4c6277

python3.11-setupto
ols-wheel

65.5.1-2.amzn2023.0.5 MIT-and-ASL-2.0-and--BSD-or-ASL-2.0--and-Python ms-sbom-export;main;10_0_4
39_gcab5db

python3.11-setupto
ols-wheel

65.5.1-2.amzn2023.0.5 MIT-and-ASL-2.0-and--BSD-or-ASL-2.0--and-Python ms-scorecard;main;10_0_866
_g4c6277

pytz 2024.1 MIT ms-sbom-export;main;10_0_4
39_gcab5db

pytz 2024.1 MIT ms-scorecard;main;10_0_866
_g4c6277

pytz 2024.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

rapidfuzz 3.9.7 MIT ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

readline 8.1-2.amzn2023.0.2 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

readline 8.1-2.amzn2023.0.2 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

readline 8.2.13-r0 GPL-3.0-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

readline 8.2.13-r0 GPL-3.0-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

readline 8.2.13-r0 GPL-3.0-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

readline 8.2.13-r0 GPL-3.0-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

readline 8.2.13-r0 GPL-3.0-or-later ms-validate-user;main;10_0_1
067_g18fce8

requests 2.32.3 Apache-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

requests 2.32.3 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

requests 2.32.3 Apache-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

requests 2.32.3 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

requests 2.32.3 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

requests 2.32.3 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

requests 2.32.3 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

requests-toolbelt 1.0.0 Apache-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

requests-toolbelt 1.0.0 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89

requests-toolbelt 1.0.0 Apache-2.0 ms-dep-pkg-r;main;10_0_111



Package Version License CVE Description Component

4_gd736ac

requests-toolbelt 1.0.0 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

requests-toolbelt 1.0.0 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

requests-toolbelt 1.0.0 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

requests-toolbelt 1.0.0 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

rpm 4.16.1.3 GNU-General-Public-License-v2 ms-sbom-export;main;10_0_4
39_gcab5db

rpm 4.16.1.3 GNU-General-Public-License-v2 ms-scorecard;main;10_0_866
_g4c6277

rpm 4.16.1.3-29.amzn2023.0.6 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

rpm 4.16.1.3-29.amzn2023.0.6 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

rpm-build-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-sbom-export;main;10_0_4
39_gcab5db

rpm-build-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-scorecard;main;10_0_866
_g4c6277

rpm-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-sbom-export;main;10_0_4
39_gcab5db

rpm-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-scorecard;main;10_0_866
_g4c6277

rpm-sign-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-sbom-export;main;10_0_4
39_gcab5db

rpm-sign-libs 4.16.1.3-29.amzn2023.0.6 GPLv2--and-LGPLv2--with-exceptions ms-scorecard;main;10_0_866
_g4c6277

sed 4.8-7.amzn2023.0.2 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

sed 4.8-7.amzn2023.0.2 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

setup 2.13.7-3.amzn2023.0.2 Public-Domain ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

setup 2.13.7-3.amzn2023.0.2 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

setuptools 75.1.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

setuptools 75.1.0 MIT ms-scorecard;main;10_0_866
_g4c6277

shellingham 1.5.4 ISC-License ms-compitem-crud;main;10_0
_944_gf53ef8

shellingham 1.5.4 ISC-License ms-dep-pkg-cud;main;10_0_1
125_g409b89

shellingham 1.5.4 ISC-License ms-dep-pkg-r;main;10_0_111
4_gd736ac

shellingham 1.5.4 ISC-License ms-sbom-export;main;10_0_4
39_gcab5db

shellingham 1.5.4 ISC-License ms-scorecard;main;10_0_866
_g4c6277

shellingham 1.5.4 ISC-License ms-textfile-crud;main;10_0_98
4_g7bb0d2

shellingham 1.5.4 ISC-License ms-validate-user;main;10_0_1
067_g18fce8

six 1.16.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

six 1.16.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

six 1.16.0 MIT ms-scorecard;main;10_0_866
_g4c6277

sniffio 1.3.1 ms-compitem-crud;main;10_0
_944_gf53ef8

sniffio 1.3.1 ms-dep-pkg-cud;main;10_0_1
125_g409b89

sniffio 1.3.1 ms-dep-pkg-r;main;10_0_111
4_gd736ac

sniffio 1.3.1 ms-sbom-export;main;10_0_4



Package Version License CVE Description Component

39_gcab5db

sniffio 1.3.1 ms-scorecard;main;10_0_866
_g4c6277

sniffio 1.3.1 ms-textfile-crud;main;10_0_98
4_g7bb0d2

sniffio 1.3.1 ms-validate-user;main;10_0_1
067_g18fce8

sqlite-libs 3.40.0-1.amzn2023.0.4 Public-Domain ms-sbom-export;main;10_0_4
39_gcab5db

sqlite-libs 3.40.0-1.amzn2023.0.4 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

sqlite-libs 3.46.1-r0 blessing ms-compitem-crud;main;10_0
_944_gf53ef8

sqlite-libs 3.46.1-r0 blessing ms-dep-pkg-cud;main;10_0_1
125_g409b89

sqlite-libs 3.46.1-r0 blessing ms-dep-pkg-r;main;10_0_111
4_gd736ac

sqlite-libs 3.46.1-r0 blessing ms-textfile-crud;main;10_0_98
4_g7bb0d2

sqlite-libs 3.46.1-r0 blessing ms-validate-user;main;10_0_1
067_g18fce8

starlette 0.38.6 BSD-3-Clause

GHSA-f96h-pmfr-66vw

Starlette
Denial of
service
(DoS) via m
ultipart/form-
data

ms-sbom-export;main;10_0_4
39_gcab5db

starlette 0.38.6 BSD-3-Clause

GHSA-f96h-pmfr-66vw

Starlette
Denial of
service
(DoS) via m
ultipart/form-
data

ms-scorecard;main;10_0_866
_g4c6277

starlette 0.41.0 BSD-3-Clause ms-compitem-crud;main;10_0
_944_gf53ef8

starlette 0.41.0 BSD-3-Clause ms-dep-pkg-cud;main;10_0_1
125_g409b89

https://osv.dev/vulnerability/GHSA-f96h-pmfr-66vw
https://osv.dev/vulnerability/GHSA-f96h-pmfr-66vw


Package Version License CVE Description Component

starlette 0.41.0 BSD-3-Clause ms-dep-pkg-r;main;10_0_111
4_gd736ac

starlette 0.41.0 BSD-3-Clause ms-textfile-crud;main;10_0_98
4_g7bb0d2

starlette 0.41.0 BSD-3-Clause ms-validate-user;main;10_0_1
067_g18fce8

system-release 2023.5.20240916-0.amzn
2023

MIT ms-sbom-export;main;10_0_4
39_gcab5db

system-release 2023.5.20240916-0.amzn
2023

MIT ms-scorecard;main;10_0_866
_g4c6277

tinycss2 1.3.0 ms-sbom-export;main;10_0_4
39_gcab5db

tomli 2.0.1 ms-sbom-export;main;10_0_4
39_gcab5db

tomli 2.0.1 ms-scorecard;main;10_0_866
_g4c6277

tomlkit 0.13.2 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

tomlkit 0.13.2 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

tomlkit 0.13.2 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

tomlkit 0.13.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

tomlkit 0.13.2 MIT ms-scorecard;main;10_0_866
_g4c6277

tomlkit 0.13.2 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

tomlkit 0.13.2 MIT ms-validate-user;main;10_0_1
067_g18fce8

trove-classifiers 2024.10.21.16 Apache-2.0 ms-compitem-crud;main;10_0
_944_gf53ef8

trove-classifiers 2024.10.21.16 Apache-2.0 ms-dep-pkg-cud;main;10_0_1
125_g409b89



Package Version License CVE Description Component

trove-classifiers 2024.10.21.16 Apache-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac

trove-classifiers 2024.10.21.16 Apache-2.0 ms-textfile-crud;main;10_0_98
4_g7bb0d2

trove-classifiers 2024.10.21.16 Apache-2.0 ms-validate-user;main;10_0_1
067_g18fce8

trove-classifiers 2024.9.12 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

trove-classifiers 2024.9.12 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

typeguard 4.3.0 MIT ms-sbom-export;main;10_0_4
39_gcab5db

typeguard 4.3.0 MIT ms-scorecard;main;10_0_866
_g4c6277

typing_extensions 4.12.2 ms-compitem-crud;main;10_0
_944_gf53ef8

typing_extensions 4.12.2 ms-dep-pkg-cud;main;10_0_1
125_g409b89

typing_extensions 4.12.2 ms-dep-pkg-r;main;10_0_111
4_gd736ac

typing_extensions 4.12.2 ms-sbom-export;main;10_0_4
39_gcab5db

typing_extensions 4.12.2 ms-scorecard;main;10_0_866
_g4c6277

typing_extensions 4.12.2 ms-textfile-crud;main;10_0_98
4_g7bb0d2

typing_extensions 4.12.2 ms-validate-user;main;10_0_1
067_g18fce8

tzdata 2024.1 Apache-2.0 ms-sbom-export;main;10_0_4
39_gcab5db

tzdata 2024.1 Apache-2.0 ms-scorecard;main;10_0_866
_g4c6277

tzdata 2024.2 Apache-2.0 ms-dep-pkg-r;main;10_0_111
4_gd736ac



Package Version License CVE Description Component

tzdata 2024a-1.amzn2023.0.1 Public-Domain ms-sbom-export;main;10_0_4
39_gcab5db

tzdata 2024a-1.amzn2023.0.1 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

urllib3 2.2.2 ms-compitem-crud;main;10_0
_944_gf53ef8

urllib3 2.2.2 ms-dep-pkg-cud;main;10_0_1
125_g409b89

urllib3 2.2.2 ms-sbom-export;main;10_0_4
39_gcab5db

urllib3 2.2.2 ms-textfile-crud;main;10_0_98
4_g7bb0d2

urllib3 2.2.2 ms-validate-user;main;10_0_1
067_g18fce8

urllib3 2.2.3 ms-compitem-crud;main;10_0
_944_gf53ef8

urllib3 2.2.3 ms-dep-pkg-cud;main;10_0_1
125_g409b89

urllib3 2.2.3 ms-dep-pkg-r;main;10_0_111
4_gd736ac

urllib3 2.2.3 ms-sbom-export;main;10_0_4
39_gcab5db

urllib3 2.2.3 ms-scorecard;main;10_0_866
_g4c6277

urllib3 2.2.3 ms-textfile-crud;main;10_0_98
4_g7bb0d2

urllib3 2.2.3 ms-validate-user;main;10_0_1
067_g18fce8

uvicorn 0.30.6 BSD-3-Clause ms-sbom-export;main;10_0_4
39_gcab5db

uvicorn 0.30.6 BSD-3-Clause ms-scorecard;main;10_0_866
_g4c6277

uvicorn 0.32.0 BSD-3-Clause ms-compitem-crud;main;10_0
_944_gf53ef8



Package Version License CVE Description Component

uvicorn 0.32.0 BSD-3-Clause ms-dep-pkg-cud;main;10_0_1
125_g409b89

uvicorn 0.32.0 BSD-3-Clause ms-dep-pkg-r;main;10_0_111
4_gd736ac

uvicorn 0.32.0 BSD-3-Clause ms-textfile-crud;main;10_0_98
4_g7bb0d2

uvicorn 0.32.0 BSD-3-Clause ms-validate-user;main;10_0_1
067_g18fce8

virtualenv 20.26.5 MIT ms-sbom-export;main;10_0_4
39_gcab5db

virtualenv 20.26.6 MIT ms-scorecard;main;10_0_866
_g4c6277

virtualenv 20.27.0 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

virtualenv 20.27.0 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

virtualenv 20.27.0 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

virtualenv 20.27.0 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

virtualenv 20.27.0 MIT ms-validate-user;main;10_0_1
067_g18fce8

weasyprint 62.3 ms-sbom-export;main;10_0_4
39_gcab5db

webencodings 0.5.1 BSD ms-sbom-export;main;10_0_4
39_gcab5db

wget 1.21.3-1.amzn2023.0.4 GPLv3- ms-sbom-export;main;10_0_4
39_gcab5db

wget 1.21.3-1.amzn2023.0.4 GPLv3- ms-scorecard;main;10_0_866
_g4c6277

wheel 0.43.0 ms-sbom-export;main;10_0_4
39_gcab5db

wheel 0.43.0 ms-scorecard;main;10_0_866
_g4c6277



Package Version License CVE Description Component

wolfi 20230201 ms-compitem-crud;main;10_0
_944_gf53ef8

wolfi 20230201 ms-dep-pkg-cud;main;10_0_1
125_g409b89

wolfi 20230201 ms-dep-pkg-r;main;10_0_111
4_gd736ac

wolfi 20230201 ms-textfile-crud;main;10_0_98
4_g7bb0d2

wolfi 20230201 ms-validate-user;main;10_0_1
067_g18fce8

wolfi-baselayout 20230201-r15 MIT ms-compitem-crud;main;10_0
_944_gf53ef8

wolfi-baselayout 20230201-r15 MIT ms-dep-pkg-cud;main;10_0_1
125_g409b89

wolfi-baselayout 20230201-r15 MIT ms-dep-pkg-r;main;10_0_111
4_gd736ac

wolfi-baselayout 20230201-r15 MIT ms-textfile-crud;main;10_0_98
4_g7bb0d2

wolfi-baselayout 20230201-r15 MIT ms-validate-user;main;10_0_1
067_g18fce8

xml-common 0.6.3-56.amzn2023.0.2 GPL- ms-sbom-export;main;10_0_4
39_gcab5db

xz 5.6.3-r0 GPL-3.0-or-later ms-compitem-crud;main;10_0
_944_gf53ef8

xz 5.6.3-r0 GPL-3.0-or-later ms-dep-pkg-cud;main;10_0_1
125_g409b89

xz 5.6.3-r0 GPL-3.0-or-later ms-dep-pkg-r;main;10_0_111
4_gd736ac

xz 5.6.3-r0 GPL-3.0-or-later ms-textfile-crud;main;10_0_98
4_g7bb0d2

xz 5.6.3-r0 GPL-3.0-or-later ms-validate-user;main;10_0_1
067_g18fce8

xz-libs 5.2.5-9.amzn2023.0.2 Public-Domain ms-sbom-export;main;10_0_4
39_gcab5db



Package Version License CVE Description Component

xz-libs 5.2.5-9.amzn2023.0.2 Public-Domain ms-scorecard;main;10_0_866
_g4c6277

yum 4.14.0-1.amzn2023.0.5 GPLv2- ms-sbom-export;main;10_0_4
39_gcab5db

yum 4.14.0-1.amzn2023.0.5 GPLv2- ms-scorecard;main;10_0_866
_g4c6277

zipp 3.19.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

zipp 3.19.2 MIT ms-scorecard;main;10_0_866
_g4c6277

zipp 3.20.2 MIT ms-sbom-export;main;10_0_4
39_gcab5db

zipp 3.20.2 MIT ms-scorecard;main;10_0_866
_g4c6277

zlib 1.2.11-33.amzn2023.0.5 zlib-and-Boost ms-sbom-export;main;10_0_4
39_gcab5db

zlib 1.2.11-33.amzn2023.0.5 zlib-and-Boost ms-scorecard;main;10_0_866
_g4c6277

zlib 1.3.1-r4 ms-compitem-crud;main;10_0
_944_gf53ef8

zlib 1.3.1-r4 ms-dep-pkg-cud;main;10_0_1
125_g409b89

zlib 1.3.1-r4 ms-dep-pkg-r;main;10_0_111
4_gd736ac

zlib 1.3.1-r4 ms-textfile-crud;main;10_0_98
4_g7bb0d2

zlib 1.3.1-r4 ms-validate-user;main;10_0_1
067_g18fce8

zopfli 0.2.3 ASL ms-sbom-export;main;10_0_4
39_gcab5db


